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1. INTRODUCTION

Information technology [1] governance for the use of information technology in decision-making processes is
an important responsibility for IT managers. Due to the critical factors influencing business operations, IT
governance is implemented. A technology management system consists of several components, such as human
actions, controls, and regulations [2]. Information technology is essential for establishing good governance
processes. Good governance is characterized by transparency, accountability, effectiveness, and efficiency[3].
The Communication and Informatics Office is one of the regional government organizations (OPD) in Central
Lombok Regency. It acts as an assistant to the mayor in managing all local government affairs related to
communication and informatics, coding, and statistics, in accordance with the region’s vision and mission.
This study will utilize the COBIT 2019 framework to evaluate the existing information technology governance
at the Communication and Informatics Office of Central Lombok Regency [4], [5], [6].

This study aims to determine whether the implementation of IT governance at the Communication and
Information Office of Central Lombok has reached the expected capability level and to assess the extent of
existing gaps based on the COBIT 2019 audit framework, which is recognized as one of the leading frameworks
for IT governance management and oversight [7]. In this study, the COBIT 2019 IT governance framework is
utilized, which addresses IT governance and management, including IT governance principles, governance
system components, governance and management objectives, with an emphasis on flexibility and maturity

Journal homepage: https://journal.abhinaya.co.id/index.php/[JMST Email: ijmst@abhinaya.co.id



https://journal.abhinaya.co.id/index.php/IJMST
mailto:ijmst@abhinaya.co.id
https://creativecommons.org/licenses/by-sa/4.0/deed.id
https://creativecommons.org/licenses/by-sa/4.0/deed.id

Indonesian Journal of Modern Science and Technology (IJMST) 35

assessment. To evaluate the capability level and maturity level at the Communication and Information Office
of Central Lombok Regency, a local government agency, the COBIT 2019 framework will be employed [8].
The researcher used the following studies as references during the conduct of this research:

[9] This study examines the case of the Calibration Laboratory at BSML Regional |1, focusing on the
planning of an information technology governance audit using the COBIT 2019 framework. The IT governance
audit aims to achieve three objectives: improving performance, identifying management issues, and fulfilling
the company’s vision and mission. COBIT 2019, the latest structure from ISACA, refines sequential objectives
by incorporating design elements. IT problems have frequently occurred at BSML Regional 11, making an audit
necessary to address these issues. Utilizing the COBIT 2019 framework, this study produces an IT governance
audit plan for the Calibration Laboratory at BSML Regional 11. The difference between this study and research
lies in the research subject and object. However, both studies employ the COBIT 2019 framework.

[10] Using the COBIT 2019 framework, a previous researcher investigated the Information
Technology Governance Audit at General Hospital X. General Hospital X has implemented information
technology in its operations but had never conducted a dedicated IT governance audit. To carry out this audit,
COBIT 2019 was utilized as the framework. The audit process began by identifying four key domains at
General Hospital X: APO14, BAI09, DSS04, and APOQ7. These domains were evaluated to determine the
capability levels of the ongoing IT processes. The study found four critical IT processes, with capability levels
as follows: APOO07 and BAIO9 both achieved level 4, DSS04 reached level 3, and APO14 was also at level 4.
The difference between this study and research lies in the research subjects used, while the similarity between
the two studies is the use of the same object and the COBIT 2019 framework structure.

[11]This study examines the Information Technology Governance Audit focusing on the domains
Monitor, Evaluate, and Assess (MEA), and Deliver, Service, and Support (DSS) based on the COBIT 2019
framework. The research aims to measure the maturity of information technology at a university. In this study,
COBIT 2019 is used as the framework for two governance domains at PTOP University, MEA and DSS. The
objective of these domains is to assess the capability level, current performance level, and identify gaps. The
case study was conducted at PTOP, a university located in Semarang. Data were collected through interviews
with IT governance authorities. The results indicate that PTOP’s capability level in the MEA and DSS domains
is at level 1, meaning that the processes have achieved their objectives, but some activities are performed
irregularly and incompletely. The difference between this study and research lies in the research subjects used,
while the similarity between this study and research [7] is the object studied and the use of the COBIT 2019
framework.

[12] This study investigates the IT Governance Audit at XYZ University using the COBIT 2019
framework. By utilizing the domains EDMO03 and APOO08 from the COBIT 2019 capability assessment, the
research aims to determine the results, which will serve as a basis for improving the existing governance
system, particularly concerning the EDMO03 and APO08 domains. The study involves planning, data collection,
and result analysis. The governance analysis results at XYZ University, covering the EDM03 and APO08
domains, indicate that the governance system is at level 3 for EDMO03, meaning the system is well-defined but
still requires improvements. For the APO08 domain, the governance system is clearly defined; however, due
to the presence of two gaps in the results, performance measurement is needed to enhance the governance
system. The difference between this study and research lies in the research subjects used, while the similarity
between this study and research is the object studied and the use of the COBIT 2019 framework.

[8] This study was conducted at XYZ Polytechnic and involved an IT governance audit based on the
COBIT 2019 framework. The objective of the research was to identify the design factors present at XYZ
Polytechnic. The capability assessment results for the domains BAI03, BAI06, BAI07, and BAI10 showed that
these domains ranked highest in COBIT’s design factors. According to the design factor analysis conducted
within COBIT 2019, the design factor scores for domains BAIO3, BAI06, BAIO7, and BAI10 were 100, 100,
85, and 85, respectively. Furthermore, domain BAIO3 achieved capability level 4, BAIO6 reached level 3,
BAIOQ7 attained level 4, and BAI10 achieved level 3. The difference between this study and research [8] lies in
the research subject and object used. However, both this study and research [8] employ the COBIT 2019
framework.

2. METHODS

2.1 Problem identification

Problem identification is crucial for effective problem-solving and decision-making processes because it
ensures that the chosen solutions address the root causes of the issue [13].
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2.2 Data Analysis

a. Activity analysis
Activity analysis is a method used to understand, measure, and evaluate specific activities or tasks,
whether performed by individuals, groups, or organizations. The purpose of activity analysis is to gain an
in-depth understanding of how an activity is carried out, the factors influencing its effectiveness, and how
to improve it to become more efficient or aligned with its objectives [14], [15].

b. Capability level analysis (as-is)
Capability level analysis (as-is) is a method for assessing the ability of a process, system, or organization
in its current state before any changes or improvements are made. "As-is" refers to the present condition
without any alterations and is typically used as a baseline to understand the strengths and weaknesses of
current capabilities.

c. Capability Level Analysis (To-Be)
"To-be" refers to the desired condition or target after improvements or changes have been made.
Capability level analysis (to-be) provides an organization with guidance on how to achieve the desired
state.

d. Gap analysis
Gap analysis is conducted after determining the current capability level (as-is) and the expected capability
level (to-be). The purpose of this analysis is to identify which activities need to be improved in IT
governance so that the current capability level (as-is) can be enhanced to meet the expected capability
level (to-be).

2.3 Data Collection

Through conducting further field studies at the Communication and Information Office of Central Lombok
Regency, the researcher obtained primary data through interviews and the distribution of questionnaires.

2.4 Determining COBIT Process Objectives

This toolkit is known as the Design Factor. To achieve this, the first step is to understand the company’s context
and strategy, namely the vision and mission. In the second step, design factors 1-4 are used to determine the
initial scope of the management system. Next, design factors 5-11 are used to expand the scope of the
management system.

2.5 Recommendations

Recommendations are suggestions or proposed actions made after analyzing or evaluating a particular situation
or problem. The goal of recommendations is to assist individuals or organizations in taking steps that are
considered the most appropriate or effective to achieve objectives or improve conditions.

3. RESULTS AND DISCUSSION

In this chapter, the author discusses the results of the research conducted at the Communication and
Information Office of Central Lombok Regency, including the data analysis obtained from interviews and
questionnaires. The analyzed data relates to the measurement of the maturity level of Information Technology
Governance at DISKOMINFO of Central Lombok Regency. The data collected from interviews and
questionnaires will be processed in accordance with COBIT 2019.

After analyzing the process objectives with Design Factors (DF1-DF11), the following conclusions were drawn
for the process objectives to be audited APOQ7 - Managed Human Resources, APOO08 - Managed Relationship,
APO12 - Managed Risk.

The researcher chose these three domains or process objectives because they are closely related to the
issues at DISKOMINFO of Central Lombok Regency, such as human resources, relationships between human
resources, and how DISKOMINFO addresses risks. These three areas are closely interconnected, and the
researcher needs to conduct an audit to determine the capability level of each of these objectives.
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3.1 APOOQ7 — Managed Human Resources

Managed Human Resources is a process objective that provides a structured approach to ensure optimal
recruitment, planning, evaluation, and development of human resources, both internally and externally, and
aims to enhance the capability of human resources to meet organizational goals. APOOQ7 is divided into six key
management practices, including:

a. APOO07.01 Acquiring and Retaining Adequate and Appropriate Staff. This refers to establishing and
maintaining methods to manage and account for all IT-related costs, investments, and depreciation as part
of the company’s internal funding system.

b. APOO07.02 Identifying Key IT Personnel. This involves knowledge sharing, using succession planning,
and staff backups to reduce dependency on individuals performing critical tasks.

c. APOO07.03 Menentukan Determining and Monitoring the Required Skills and Competencies for
Personnel. This ensures that employees possess the necessary skills to perform their tasks based on their
education, training, and experience, and these skills are maintained through qualification and certification
programs if necessary.

d. APOO07.04 Evaluating and Recognizing Employee Job Performance. This involves conducting regular
and timely performance evaluations based on individual goals derived from company objectives,
established standards, job responsibilities, and competency frameworks.

e. APOO07.05 Planning and Supervising the Use of IT Human Resources.

f.  APOOQ07.06 Managing Contract Staff. This ensures that consultants and contract staff providing IT support
to the company understand and comply with organizational policies and contractual requirements.

3.2 APQO08 - Managed Relationship

Managed Relationship refers to managing relationships with stakeholders in a formal and transparent manner,

ensuring a joint focus on achieving strategic objectives within budget and risk tolerance. The goal of APO08

is to provide the appropriate knowledge, skills, and behaviors to achieve better outcomes, increase mutual trust,

skills, and the effective use of resources. This enables the company's stakeholders to build productive

relationships. APOOQ8 is divided into five key management practices:

a. APQ008.01: Understanding Business Expectations. The company must understand current IT issues, goals,
and business expectations to ensure that requirements are understood, controlled, and communicated.

b. APO08.02: Identifying IT Opportunities to Improve Business and Aligning IT Strategies with Business
Expectations.

c. AP008.03: Managing Business Relationships. This involves managing relationships between IT service
providers and their business partners.

d. APO08.04: Coordination and Communication. This refers to working with relevant stakeholders and
coordinating the provision of IT services and solutions for the company.

e. APQO08.05: Providing Input for Continuous Service Improvement. In other words, improving and
delivering IT services that support the company and align with the company’s changing goals and
technologies.

3.3 APO12-Managed Risk

Managed Risk refers to the process objective that continuously identifies, assesses, and mitigates risks related
to Information and Technology (I&T) within the tolerance levels established by the company’s executive
management. The goal is to integrate 1&T risk management with the company’s Enterprise Risk Management
(ERM) framework, balancing the costs and benefits of managing I&T-related risks. APO12 is divided into six
key management practices:

a. APO12.01: Collecting Data. This involves identifying and collecting relevant data to enable effective
identification, analysis, and reporting of 1&T-related risks.

b. APO12.02: Risk Analysis. Building a strong understanding of actual I&T risks to support risk decision-
making.

c. APO12.03: Maintaining the Risk Profile. This refers to keeping an inventory of known risks and their
characteristics, such as expected frequency, potential impact, and responses. Document resources,
capabilities, and actions taken to control identified risks.

d. APO12.04: Articulating Risks. This ensures that appropriate responses are communicated to all
stakeholders quickly about the current state of exposure and opportunities related to I&T.
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e. APO12.05: Establishing a Risk Management Action List. This includes managing opportunities to reduce
the acceptable risk level for the portfolio.
f.  APO12.06: Risk Response. Taking timely actions to address risks and minimize losses.
The following is the capability level formula;

_ >»CLa

€C = Spo X 100% 1)

CC  The value required to achieve the management and governance capability
level.
>CLa The total value of governance and management.

>Po  The total amount of work performed by governance and management.

3.1. APO07 — Managed Human Resources

The calculation of the capability level process for the objective process APOO07 at the Communication and
Information Office of Central Lombok Regency was conducted in stages, starting from the capability level that
was determined based on the COBIT 2019 framework: Governance and Management Objective, which is at
level 2. Below are the results from the calculation of the questionnaire data that was distributed, presented in
the form of Guttman Scale values from each respondent.

Here is the formula for the Capability Calculation Recapitulation:

R1+R2+R3
CLi —— 2
>R
Explanation:
CLi : capability value level at level 2
R1 : capability level from respondent 1 at level 2
R2 : capability level from respondent 2 at level 2
R3 : capability level from respondent 3 at level 2
>R : summary of respondent
Tabel 1. Capability Level 2 APO07
ID Name of Responden Summary Total of Capability
of activite activitie value
value value
RESP1,; Suratman Iskandar, S.TP 14 18 77,77
RESP2; H.Iswandi Khairy Ramen, S.IP 11 18 61,11
RESP3; Baiq Rustiati 18 18 100
Total 43 54 238,88
Result of Capability Objective Process 79,62%

Table 1 shows that the objective process APO07- Managed Human resources at Diskominfo Central
Lombok Regency has a maturity level value of 79.62%, which means that the capability level is at the largely
Achived level (50-84) and has not yet reached the Fully Achived level (85-100). So it can be concluded that
the capability level of objective process APOO07 at Diskominfo Central Lombok Regency is at level 1, with the
audit status at level 2 not yet achieved and not continued with the calculation of capability level 3.
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3.2.  APO08-Managed Relationship

The calculation of the Capability Level Process on Objective Process APOO08 at Diskominfo Central Lombok
Regency is evaluated in stages or starting from the capability level that has been determined in the COBIT
2019 Framework module: Governance and Management Objective, which is at level 2. The following are the
results of calculating the questionnaire data that has been distributed in the form of Guttman Scale values from
each respondent.

The following is the Capability Level 2 Calculation Recapitulation formula:

R1+R2+R3+R4+R5
CLi 3)
YR

Explanation:

CLi: The capability level value at level 2

R1: The capability level value from respondent 1 at level 2
R2: The capability level value from respondent 2 at level 2
R3: The capability level value from respondent 3 at level 2
R4: The capability level value from respondent 4 at level 2
R5: The capability level value from respondent 5 at level 2
>'R: The total number of respondents

Table 2 Result Capability Level 2 APOO08

ID Respondent Name Total Total Value
Responden Activity Activity Capability
Value Value Sum
RESP1; Suratman Iskandar, S.TP 6 7 85,71
RESP2; Lalu Agus Wahyudi, S.T 6 7 85,71
RESP3; Baiq Midarniwati, S.Kom 7 7 100
RESP4; Fathurrohman 7 7 100
RESP5; Wahyu Sofyanti Dewi, S.Kom 7 7 100
Total 33 35 471,42
Result Capability Objectif Process 94,284%

Table 2 shows that the objective process APO08 — Managed Human Relationship at the Communication and
Information Office of Central Lombok Regency has a maturity level score of 94.284%, which indicates that
the capability level is at the Fully Achieved level (85-100). Therefore, it can be concluded that the capability
level of the objective process APOO08 at the Communication and Information Office of Central Lombok
Regency has achieved the audit status and will proceed to the calculation for capability level 3.

Here is the formula for the Capability Level 3 Calculation Recapitulation:

R1+R2+R3+R4+R5
CLi 4)
YR

Explanation:

CLi: The capability level value at level 3

R1: The capability level value from respondent 1 at level 3
R2: The capability level value from respondent 2 at level 3
R3: The capability level value from respondent 3 at level 3
R4: The capability level value from respondent 4 at level 3
R5: The capability level value from respondent 5 at level 3
>'R: The total number of respondents
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Table 3 Result Capability Level 3 APO08

ID Respondent Name Total Total Value
Responden Activity Activity Capability
Value Value Sum
RESP1; Suratman Iskandar, S.TP 6 8 75
RESP2; Lalu Agus Wahyudi, S.T 4 8 50
RESP3; Baig Midarniwati, S.Kom 8 8 100
RESP4; Fathurrohman 8 8 100
RESPS5; Wahyu Sofyanti Dewi, S.Kom 6 8 75
Total 32 35 400
Results of Capability Objectif Process 80%

Table 3 shows that the objective process APO08 — Managed Human Relationship at the Communication
and Information Office of Central Lombok Regency has a maturity level score of 80%, indicating that the
capability level is at the Largely Achieved level (50-84). Therefore, it can be concluded that the capability level
of the objective process APOO08 at the Communication and Information Office of Central Lombok Regency is
at level 2, with the audit status for level 3 not yet achieved and not proceeding to the calculation for capability
level 4.

3.3.  APO12-Managed Risk

The calculation of the Capability Level Process for the objective process APO12 at the Communication and
Information Office of Central Lombok Regency was conducted in stages, starting from the capability level that
was determined in the COBIT 2019 Framework: Governance and Management Objective, which is at level 2.
Below are the results of the questionnaire data that was distributed, presented in the form of Guttman Scale
values from each respondent.

Here is the formula for the Capability APO12 Level 2 Calculation Recapitulation:

R1+R2+R3+R4
CLi —— ®)
YR

Explanation:

CLi: The capability level value at level 2

R1: The capability level value from respondent 1 at level 2
R2: The capability level value from respondent 2 at level 2
R3: The capability level value from respondent 3 at level 2
R4: The capability level value from respondent 4 at level 2
> R: The total number of respondents

Table 4 Result Capability Level 2 APO12

ID Respondent Name Total Total Value
Responden Activity Activity Capability
Value Value Sum
RESP1,; Suratman Iskandar, S.TP 3 6 50
RESP2; H.Iswandi Khairy Ramen, S.IP 4 6 66.66
RESP3; Lalu Agus Wahyudi, S.T 5 6 83.33
RESP4; Lalu Agung Abdul Aziz, S.Kom 6 6 100
Total 18 24 299.99
Results of Capability Objective Process 74.99%

Table 4 shows that the objective process APO12 — Managed Risk at the Communication and Information
Office of Central Lombok Regency has a maturity level score of 74.99%, indicating that the capability level is
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at the Largely Achieved level (50-84). Therefore, it can be concluded that the capability level of the objective
process APO12 at the Communication and Information Office of Central Lombok Regency is at level 1, with
the audit status for level 2 not yet achieved and not proceeding to the calculation for capability level 3.

3.4, Recommendation

The following are some recommendations to improve IT governance at the Communication and Information

Office of Central Lombok Regency based on the analysis and findings previously presented:

1. Itis recommended that the Communication and Information Office of Central Lombok Regency conduct
an audit of the organization to establish clear values for evaluating the activities currently being carried
out.

2. It is recommended that the Communication and Information Office of Central Lombok Regency recruit
more human resources, particularly in the IT field, to prevent current staff from facing difficulties in
managing IT governance due to a lack of the required quantity. Additionally, Diskominfo could consider
recruiting students with potential in IT to undertake internships, which would serve as a temporary solution
for carrying out IT governance tasks.

3. It is recommended that the Communication and Information Office improve communication to avoid
miscommunication with the central government, thus preventing dissatisfaction with the policies that have
been set.

4. The Information Technology Department of the Communication and Information Office of Central
Lombok Regency is encouraged to begin developing regular IT risk scenarios, enabling better anticipation
of potential IT risks that have been foreseen.

5. Itis hoped that in future research, the researcher will conduct audits on various processes targeted in this
study, ultimately producing multiple audits. Furthermore, future studies are encouraged to use additional
frameworks to gather different experiences and results related to IT governance audits.

4. CONCLUSION

In this study, the researcher conducted an Information Technology Governance Audit at the
Communication and Information Office of Central Lombok Regency. This research focuses on the governance
of human resources, managed relationships, and risk management by the Information and Communication
Technology Department as well as the E-Government Department. The study uses the COBIT 2019
framework. The following are the conclusions from the previous chapter discussions:

In the analysis of capability level 2 for the objective process APO07 — Managed Human Resources, it
shows that the average maturity level of the APOOQ7 objective process at the Communication and Information
Office of Central Lombok Regency is 79.62%, indicating that it is at the Largely Achieved level (50-84) and
has not yet reached the Fully Achieved level (85-100). Therefore, it can be concluded that the capability level
of the APOQ7 objective process at the Communication and Information Office of Central Lombok Regency is
at level 1, with the audit status for level 2 not yet achieved and not proceeding to the calculation for capability
level 3.

In the analysis of capability level 2 for the objective process APO08 — Managed Relationship, it shows
that the average maturity level of the APOO08 objective process at the Communication and Information Office
of Central Lombok Regency is 94.284%, indicating that it is at the Fully Achieved level (85-100), and the audit
status for level 2 has been achieved. In this case, APO08 was then analyzed at capability level 3, with an
average maturity score of 80%, indicating it is at the Largely Achieved level (50-84). Therefore, it can be
concluded that the capability level of the APO08 objective process at the Communication and Information
Office of Central Lombok Regency is at level 2, with the audit status for level 3 not yet achieved and not
proceeding to the calculation for capability level 4.

In the analysis of capability level 2 for the objective process APO12 — Managed Risk, it shows that the
average maturity level of the APO12 objective process at the Communication and Information Office of Central
Lombok Regency is 74.99%, indicating that it is at the Largely Achieved level (50-84) and has not yet reached
the Fully Achieved level (85-100). Therefore, it can be concluded that the capability level of the APO12
objective process at the Communication and Information Office of Central Lombok Regency is at level 1, with
the audit status for level 2 not yet achieved and not proceeding to the calculation for capability level 3.

In the gap analysis, the conclusion is that the IT governance for both the APO07 and APO12 objective
processes is at level 2 (as-is), while the expected level is level 3 (to-be), resulting in a gap value of 2. As for
APQO08, it is at level 2 (as-is), and the expected level is level 4 (to-be), also resulting in a gap value of 2.
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The information technology governance audit conducted at the Communication and Information Office of
Central Lombok Regency is the first of its kind and follows the COBIT 2019 framework standard. It can be
concluded that the purpose of this study is to provide an overview of how the activities conducted by the
organization align with the standards outlined in COBIT 2019.
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